Windows 2000 Disaster Recovery Procedure

1. Install Win2K/Deploy Win2K to server with the relevant SP applied and all device drivers installed. Ensure server has same name and IP details as the live server. Create the data partition(s) and change the drive letters as necessary. Reboot.

2. Install TSM client and reboot.

3. Create a new folder in %system% called ‘Sysfiles’. Copy hal.dll, kernel32.dll, ntdll.dll, ntoskrnl.exe, win32k.sys and winsrv.dll to this folder. Back them up using ntbackup.exe to a file named sysfiles.bkf.

4. Copy %system%\system32\drivers\atapi.sys to the Sysfiles folder and rename it to the same as the live server’s RAID driver (eg;- pedge.sys). Back it up using ntbackup.exe to a file in the same folder called driver.bkf.

5. Via TSM restore the system partition and system state with the exception of boot.ini. DO NOT REBOOT.

6. Using ntbackup.exe restore the contents of sysfiles.bkf to %system%\system32\ and driver.bkf to %system%\system32\drivers\, reboot.

7. Logon as administrator (this may take a little while) and reload any drivers for unknown devices. Realign the RAID drivers if PnP hasn’t already. Reboot.

8. Check the LAN connections in Network Places and note the name of the working one. Run Regedit and open the following key;

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Network

Export a copy of this key to the Sysfile folder. Open the first GUID entry under this key, which should contain further GUIDs for each network adapter’s connection. The first sub-key GUID entry should be for the current functioning NIC’s connection. The name is noted in the connection sub-key of each entry. Delete all other GUID entries but do not delete the Connections key.

9. Bind and configure IP correctly, if any errors are encountered uninstall and re-install the NIC first.

10. Re-install the TSM client and restore the remaining data partitions.

